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Abstract

The European Union will introduce the EUDI Wallet by late
2026, which allows users to hold digital credentials (i.e., rep-
resentations of physical official identity documents) on their
devices. This will allow users to securely and privately dis-
close identity attributes to websites. Although such a system
has many benefits, it also introduces risks caused by poor
credential disclosure decisions. In this paper, we (i) conduct a
large-scale survey on credential disclosure with users and ex-
perts and (ii) evaluate the effectiveness and feasibility of our
Credential Assistant that displays expert recommendations
and user opinions. Our results show that users are likely to
both undershare (e.g., only ∼40% of users disclosed their mar-
riage certificate to government websites) and overshare (e.g.,
∼20% of users disclosed their official ID to news websites).
This indicates that users struggle to understand compliance
requirements and protect their privacy, which will impact the
usability of the EUDI Wallet and lead to privacy violations,
identity theft, and other abuses of leaked credentials. Finally,
we show that our Credential Assistant significantly reduces
users’ credential disclosure mistakes from ∼15% to ∼7%.
However, it does not fully eliminate poor credential disclo-
sure decisions, indicating that stronger interventions may be
necessary, especially for sensitive attributes.

1 Introduction

The need for online identity verification is increasing. Ser-
vices are moving increasingly online, and many of those
services have legal obligations to perform stringent identity
checks (e.g., KYC for banks and payment providers, iden-
tity checks for lodging providers, identity checks for e-Visas).
This move towards online services is also spreading to sectors
that must verify data about users beyond their identity (e.g., a
pharmacy verifying a prescription online). Furthermore, gov-
ernments are increasingly requiring stricter enforcement of
user age verification [8, 20, 40, 63].

EUDI Wallet To respond to the growing need for online
identity verification, the European Union introduced the EU
Digital Identity (EUDI) Wallet [21, 23] in 2024, with the
aim of having a functional system operational in late 2026.
The EUDI Wallet will allow users to hold digital credentials,
which are representations of physical official documents, on
their phone, in the EUDI Wallet app. Verifiers (e.g., web-
sites) can request attributes contained in a credential from
users through the EUDI Wallet, and users can accept those
requests to disclose the attributes. This reduces the friction
users experience from online identity verification, which cur-
rently often requires users to submit pictures or videos of
documents. Additionally, this system can increase security, as
photo and video identity verification can be tricked [87, 88].
Lastly, the system gives users more control over their data,
allowing them to disclose individual attributes rather than
send a full credential.

However, giving users full control over their data and reduc-
ing the friction of disclosing data also bring risks. Currently,
if a malicious website wants to collect the official IDs of users,
it would have to ask users to submit an image or video of their
ID, which many users would not do because it requires effort.
However, in the future, a malicious website could request
this credential via the EUDI Wallet, and users could disclose
the credential with just one click, which is more likely to
succeed. This risk is not far-fetched, as prior research has
shown that users are likely to accept any data request even
if the data is not actually needed [2, 5, 15, 27, 30, 41, 64, 76]
and it is common for websites to request more data than they
need [56, 59, 65, 79]. However, data disclosure is not always
optional (e.g., it is legally required for a bank to collect users’
official IDs when they open a bank account). If users are too
conservative and reject required data requests, their user expe-
rience may suffer. This, in turn, may make them more likely
to accept all requests in the future, as they believe services
will not work without the requested data, which would cause
the EUDI Wallet to lose many of its benefits.

The risk of bad disclosure decisions due to the EUDI Wallet
has not been ignored by governments. The EUDI framework
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requires mandatory registration for websites that want to re-
quest EUDI credentials, during which they must enter all
attributes they plan to request. The EUDI Wallet rejects any
request that exceeds what the website entered during regis-
tration, and the website’s access to the EUDI system may be
suspended or canceled in such cases [26, Art. 9]. However,
this safeguard does not protect against over-claiming: if a
website registers more attributes than it actually needs, there
is a risk that users will overshare personal data to avoid losing
access to the website. This problem is similar to websites
over-claiming what data they need in their privacy policies
nowadays. While such over-claiming may run afoul of the
GDPR’s data minimization principle [75], the EUDI frame-
work does not provide an explicit safeguard against such be-
havior. Furthermore, certifying the data requirements of all
websites is challenging, as similar ideas (e.g., automatically
certifying the permission requirements of apps) have failed.

This paper We conducted a large-scale survey with 1035
users and 27 experts from the fields of cybersecurity, law, pol-
icy, and ethics. In this survey, we measured which credentials
users would disclose to websites and asked experts which
credentials they deemed necessary for, which credentials they
believe should never be disclosed to, and which credentials
they would disclose to websites. The goal of this survey was
to understand whether users make risky credential disclosure
decisions and what credentials a website may need, according
to experts. Furthermore, we evaluated the effectiveness and
deployment feasibility of our Credential Assistant that shows
expert recommendations and/or information about what other
users would do based on the category a website belongs to.
For this, we conducted a large-scale user study with 1002 par-
ticipants, in which participants were shown simulated EUDI
credential requests that they could accept or reject.

Our results indicate that users are likely to both undershare
(e.g., only ∼40% of users disclosed their marriage certificate
to government websites) and overshare (e.g., ∼20% of users
disclosed their official ID to news websites) credentials. Fur-
thermore, our results indicate that the oversharing risk will
likely be higher in real-world deployments, as users over-
shared more when seeing a credential request, even if no dark
patterns were used (e.g., for disclosing medical records with
LinkedIn, ∼31% of users accepted the credential request, but
∼0% of surveyed users said they would disclose). Our results
also show that the Credential Assistant was able to reduce the
number of mistakes users make significantly, in most cases
(e.g., it reduced the average number of mistakes users made
from 15% to 7% when showing expert recommendations).
However, the Credential Assistant did not have any nudging
effect if it showed low confidence numbers (i.e., 51%-55%
recommend to disclose). This may be an issue, as our results
show low expert agreement in many cases where there is a
good justification for a website to request a credential.

We conclude that our Credential Assistant is able to miti-

gate the risk of poor credential disclosure decisions; however,
residual risk remains. Although 7% may seem low, on the
scale of the EUDI, this still puts the sensitive identity in-
formation of tens of thousands of users at risk. Thus, more
intrusive interventions (e.g., similar to browser warnings) may
be needed to ensure that users do not ignore them.

Our Contribution To summarize, the main contributions
of our paper are:

1. Large-scale survey and user study We conducted a sur-
vey with over 1000 users and over 20 experts to un-
derstand credential requirements for websites. We con-
ducted a user study with over 1000 users to evaluate the
effectiveness of our Credential Assistant for the EUDI
using a wide range of website types and credentials.

2. EUDI credential disclosure risks We found evidence of
both oversharing and undersharing, which may result not
only in privacy violations, but also in identity theft and
reduced user experience.

3. Credential Assistant for the EUDI Wallet We evaluated
a scalable Credential Assistant that displays expert rec-
ommendations and user opinions, and show that it is ef-
fective in reducing the risk of poor disclosure decisions;
however, high residual risk remains. Thus, considering
the sensitivity and the planned scale of the EUDI, more
intrusive interventions may need to be explored.

2 Background

The European Union will introduce the EU Digital Identity
(EUDI) by the end of 2026 [21,23]. This consists of an infras-
tructure for online identity verification and the EUDI Wallet
app, in which EUDI credentials (digital representations of
official identity documents, e.g., a digital ID) can be stored. A
regulation [80], architecture reference framework (ARF) [22],
and more than two dozen Implementing Acts [24] have been
published, based on which EU member states must revise
their laws and procedures to implement their EUDI Wallets.

Figure 1: The parties and processes involved in the EUDI.

Fig. 1 shows an overview of the planned EUDI. There are
three main parties: 1) the credential holder (which we will call
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the user), 2) the issuer, and 3) the verifier or relying party. The
issuer signs a credential containing attributes and issues it to a
user. The user stores this credential on their own device in the
EUDI Wallet app. Later, a verifier can request attributes from
a user, and the user can accept or reject the request. If the user
accepts the request, the EUDI Wallet generates a presentation
that proves that the credential was issued to the user by a
specific issuer and discloses the requested attributes contained
in the credential. The verifier validates that the credential was
issued by a trusted issuer and that the credential was issued
to the user who presented the credential.

The following aspects of the EUDI are important for this
paper. I) A user can present an EUDI credential to a verifier
without communicating with any other party. II) Initially, the
EUDI Wallet will only store digital ID cards, but it is planned
to be able to hold various credentials. III) EUDI credentials
are planned to consist of individually hashed attributes that
can be disclosed individually. IV) The UI of the EUDI Wallet
has not been decided, and each member state can choose how
their version of the EUDI Wallet looks. V) All issuers and
verifiers will be registered, allowing anyone to verify who
issued a credential and who is requesting attributes. A verifier
registration that contains all attributes that a verifier wants
to request is planned, and the EUDI Wallet would reject any
request that does not follow this registration [23, 25]. VI)
Currently, there is no plan to allow websites to display the
purpose for a request in the EUDI Wallet. However, adding
this may be considered if helpful to users.

Threat Model We assume that all parties follow the EUDI
protocol correctly; however, the verifier may request more
data than needed. This assumption is reasonable, as websites
often over-collect data [56, 59, 65, 79].

3 Main Results & Key Takeaways

Our research is divided into two areas: A1 Disclosure Behav-
ior, where we measure users’ credential disclosure decisions
and identify risks. A2 Decision Support, where we evaluate
the effectiveness of a scalable Credential Assistant for the
EUDI. To explore these two areas, we conducted a survey
and user study (details in Section 4). In this section, we dis-
cuss why these research areas are relevant and summarize the
main results and key takeaways. Actionable recommendations
based on our results are listed and discussed in Section 7.

3.1 A1 Disclosure behavior

Oversharing online has been shown in many contexts [2,5,15,
27, 30, 41, 64, 76]. However, to the best of our knowledge, no
prior work has investigated user disclosure behavior for digital
versions of official documents (i.e., digital credentials), and it
is unclear whether the same conclusions can be drawn in this

context. On the one hand, since users handle official physical
documents in their day-to-day lives, one could assume that
they can evaluate risks and benefits better compared to more
abstract concepts like cookies. On the other hand, users have
been shown to make more risky decisions online [74]. Fur-
thermore, the usability loss from disclosing too little and the
risk from disclosing too much are different for digital creden-
tials than in other contexts. In this area, we investigate: What
misconceptions do users have about credential disclosure? Do
users make poor disclosure decisions for EUDI credentials?

Main results: First, our results show that users undershare
and overshare EUDI credentials. We define undersharing as
cases where there is a good reason for the website to request
the credential, but many users would not disclose. Examples
include: only ∼40% of users would disclose their marriage
certificate to government websites (which will likely be re-
quired for, e.g., tax and immigration services), only ∼45% of
users would disclose their visa to air travel, and only ∼54% of
users would disclose their official ID to international ground
travel websites (which will likely be required to simplify bor-
der control). We define oversharing as cases where there is
no valid reason for the website to request the credential, but
many users would still disclose. Examples include: ∼20% of
users would disclose their official ID to news, ∼10% would
disclose their visa to banking, and ∼6% would disclose their
health insurance to payment service websites. Although some
of these numbers may seem small, at the planned scale of the
EUDI, this would affect thousands or even millions of users.

Furthermore, our results show that oversharing increases
when users make false connections between the credential
name and the attributes it contains, or the website name and
the credentials it requires. For example, users often believed
that the bank account validation could be used to pay even
though this was not possible, leading them to overshare it
(e.g., ∼34% for e-commerce websites). Furthermore, users
connected encyclopedia websites such as Wikipedia with ed-
ucational or professional credentials (e.g., ∼10% would dis-
close a diploma, ∼6% would disclose professional licenses)
even though this connection does not actually exist. Addition-
ally, we find that users were more conservative when deciding
which credentials they would disclose to a website (what they
think they should do) versus when responding to a request
(how they actually act). This mirrors the privacy paradox,
where users’ stated privacy sensitivity does not match their
actions [28, 51, 76]. For example, ∼31% of users accepted a
request for medical records from LinkedIn compared to ∼0%
of surveyed users who stated that they would provide medical
records to LinkedIn. We observed this change in behavior
even though our simulated requests did not use dark patterns,
which are common on real-world websites [56, 59, 60, 65].

Key takeaways: The risk for users when making poor dis-
closure decisions in the EUDI is high. The risk of undershar-
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ing may not be immediate, as it is likely that the website will
inform the user that the credential is necessary, after which
the user will choose to disclose. However, this back-and-forth
reduces the user experience and may make users more likely
to accept any credential request in the future, as they believe
that websites will not work otherwise. The most apparent risk
of oversharing is loss of privacy; however, other risks, such as
identity theft, can result from the misuse of leaked credentials.
The EUDI is not planned to be mandatory; therefore, there
will be value for malicious parties to collect identity informa-
tion that they can later use to impersonate their victims using
traditional identity verification methods. The official ID is a
credential that contains most information used in weak identi-
fication processes; however, it was also often overshared in
our experiment. Thus, a malicious verifier could set up a fake
website in which they request users’ official ID credentials,
which requires minimal effort. After that, they can use the
collected identity information to impersonate their victims.

One example is SIM swapping attacks, where a malicious
verifier receives a replacement SIM with the phone number
of their victim. This, in turn, allows them to receive SMS
2FA codes instead of their victim, with which they can in-
filtrate additional accounts, e.g., bank accounts. Empirical
research [33, 34, 53] has shown that mobile carriers often use
weak identity verification when issuing replacement SIMs,
especially for remote replacement. Furthermore, they could
extract financial and health data through the call-in identity
verification of health insurers and banks. Health insurers and
banks often use weak identity verification (e.g., asking name,
date of birth, address, residency number, last large payment
received, etc.)1 to verify the identity of a caller. Lastly, they
could open a bank account in the name of their victim. While
many banks use liveness checks when verifying the user’s
identity, research has shown that deepfakes can trick those
checks [9,54]. Thus, a malicious party, who knows the content
of a victim’s official ID, can use this information to create a
deepfake of their victim and impersonate them.

3.2 A2 Decision Support
Decision support systems have been studied and shown to be
effective in multiple contexts [2–4, 14, 38, 47, 55, 86]. Most
of those systems follow one of two approaches: 1) display
information about what other users decided to do, and 2)
provide information about privacy risks and what data must
be disclosed to use a service. We believe that neither of these
approaches can be applied to the EUDI without adjustments.
1) As discussed in A1, users made mistakes when deciding
which credentials to disclose to websites. Thus, we believe
that a system solely based on user opinions is insufficient, and
expert opinions need to be leveraged. 2) Collecting expert
evaluations for a large number of websites in a scalable way
is not trivial. Additionally, the interdisciplinary nature of the

1Tested with banks and health insurers in 3 European countries.

EUDI means that multiple experts may need to be consulted,
increasing this challenge. For this research area, we evaluate
a scalable Credential Assistant that uses the category of a
website as a proxy to display gentle, non-intrusive nudges, i.e.,
it displays expert recommendations and/or information about
what other users would do. Using this Credential Assistant,
we investigate: Is it sufficient to display information based on
website categories? How effective is the Credential Assistant?

Main results: Our results, somewhat surprisingly, show that
users did not significantly base their decision on the head-
quarters or traffic size of the website. The standard devia-
tion between different websites was low for most website-
credential pairs, and higher standard deviations were mostly
seen in cases where disclosing the credential was controver-
sial (around 50% disclosure rate). There were only two cases
with high standard deviations that were not explained by other
factors: the official ID for e-commerce (0.08) and the driver’s
license for international ground travel (0.14). This indicates
that the website category is a good proxy for collecting and
displaying information in this context, and thus, the Creden-
tial Assistant can be built in a scalable way, since experts do
not have to evaluate each website individually.

We simulated a Credential Assistant that always provided
the correct information to test if users could be nudged to-
wards better decisions. With such a Credential Assistant, the
number of mistakes users made significantly decreased re-
gardless of whether they saw expert recommendations or user
opinions (the average number of mistakes reduced to ∼7%
from ∼15% in both cases). However, as discussed in A1,
users often make mistakes, and thus, it is unlikely that a Cre-
dential Assistant based on user opinions would be accurate
enough. Our results show that expert recommendations were
more accurate, especially in cases where there is no justifi-
cation for a credential request (71%-96% would recommend
never to disclose). However, the expert consensus was lower
(50%-71%) for many cases where the website may require
the credential, which could be an issue, as in our study, the
Credential Assistant did not have a nudging effect when it
showed low confidence numbers (i.e., 51%-55%).

Key takeaways: Our Credential Assistant reduces the num-
ber of credential disclosure mistakes that users make, indicat-
ing that implementing such a support system will help users.
However, a residual mistake rate of ∼7% remained, which
is problematic considering the sensitivity of EUDI creden-
tials and the scale of the planned EUDI. One reason may
be that our Credential Assistant was fully non-intrusive, and
thus, it was easy for users to ignore. More intrusive interven-
tions (e.g., similar to browser warnings) may be needed to
ensure that users are aware of the information that Credential
Assistant provides. Another reason may be that Credential
Assistant always showed the same type of display, regardless
of the sensitivity of the credential and regardless of whether
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the user would have made a mistake or not, which may have
made users less attentive. Thus, it may make sense to limit
the display of Credential Assistant to sensitive credentials or
to when the user is about to make a poor disclosure decision.

4 Experimental Setup

In this section, we first describe why we need a survey with
users and experts and a user study to explore A1 and A2. After
that, we describe the setup of the survey and user study.

4.1 Overview of our Methodology
We first discuss what experiments A1 and A2 require. Then,
we combine them into a survey and a user study.

A1 Disclosure behavior The privacy paradox [28, 51, 76]
has shown that users often act less privacy-consciously than
their stated privacy preferences. Thus, disclosure behaviors
should be investigated through what users think they should
disclose and what users disclose when asked. To understand
what users think they should disclose, we need a survey in
which users pick the credentials that they would disclose to
different websites. To understand what users would disclose
when asked, we need a user study with simulated EUDI cre-
dential requests for which users receive no additional support.
To accurately represent the planned EUDI, we need to assess
a large range of websites and credentials. However, collecting
user study data for such a large number of website-credential
pairs would be unfeasible. Thus, we first conduct a survey to
understand users’ disclosure beliefs and then a user study to
understand the difference between users’ beliefs and actions.

A2 Decision Support We aim to understand 1) whether
the website category is a good proxy to display information
in the Credential Assistant, 2) whether different versions of
Credential Assistant are effective at reducing the mistakes
users make, and 3) whether the required data for Credential
Assistant can be collected from experts. For 1, we need a
survey in which users pick the credentials that they would
disclose for a wide range of websites (including from differ-
ent countries and with different traffic sizes) in each category.
This will allow us to understand whether user opinions are
uniform within a category (meaning that the website category
is a good proxy). For 2, we need a user study with simulated
EUDI credential requests in which users receive access to one
of many Credential Assistant versions. This will allow us to
measure how user behavior changes for each version. For 3,
we need a survey with experts to understand for each website
which credentials are required, risky, and make sense to dis-
close. This allows us to understand how many experts need
to be consulted to get an accurate representation of expert
recommendations and whether there is expert consensus.

Study Overview Putting this together we require: I) a sur-
vey with users where they pick which credentials they would
disclose to a large range of different websites, II) a survey
with law, cybersecurity, policy, and ethics where they provide
expert evaluations regarding the credential risks and require-
ments for websites from different categories, and III) a user
study where users with and without a Credential Assistant
need to react to simulated EUDI credential requests. Since I
and II are similar surveys, we will combine their description.

Ground Truth One challenge with measuring oversharing
and undersharing is that there is no ground truth, since disclo-
sure decisions are subjective. However, in some cases, there
is no valid reason for a website to request a credential, and
in other cases, there is a use case that makes disclosure sen-
sible. Based on this, we categorized each website-credential
pair into justified, unjustified, or uncertain and defined under-
sharing as not disclosing when justified, and oversharing as
disclosing when unjustified. We validated our categorization
with the expert survey results (details in Appendix A).

4.2 Survey on EUDI Credenials
Credential Choice We chose credentials based on the W3C
verifiable credential use cases [83] and the use cases noted in
the EUDI ARF [22]. We used 14 credentials, which covered
a wide range of use cases. As the attributes of the credentials
have not yet been decided, we chose a set of attributes for
each credential. These attributes generally match the current
physical documents, but we removed redundancies. For exam-
ple, most documents currently contain the name of the owner;
however, it is unclear if this would be the case in the EUDI,
so we removed this redundancy.

Website Choice We chose website categories based on
Cloudflare Radar’s domain categories [18]. We used 17 web-
site categories that covered a wide range of services. For users,
where possible, the websites covered different traffic sizes,
and were Europe-based unless all well-known websites of a
category came from outside of Europe. For 3 website cate-
gories, we used websites from Europe, the USA, and China
to investigate whether the country mattered to users.

Participants 27 experts completed our survey: 3 law, 15
cybersecurity, 5 policy, and 4 ethics. We recruited experts by
reaching out to them directly via e-mail, and no payment was
provided. To protect the identity of the experts, we did not
ask demographic questions.

1107 users completed our survey. Participants were re-
cruited through the Prolific platform and were paid ∼$6.7 for
the 25 min survey. Participants were chosen with a balanced
gender and age split, and were required to reside in Germany,
Italy, or France. We removed submissions that were incom-
plete, in which the participant revoked consent, or that were of
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low quality with an exceptionally fast completion time. After
this, we were left with 1035 valid responses.

Survey Flow Steps in italics were not shown to experts.

(a) Website description and credentials in the sidebar.

(b) Survey questions and the credential attributes in the sidebar.

Figure 2: Survey screens of the website evaluation task (more
in Appendix C). The sidebar shows details on the credentials.

1. Consent form

2. Pre-survey demographic questionnaire

3. Evaluation of credentials

In this task, users were asked to pick which of the creden-
tials they own or owned as physical or electronic official
documents. After that, for each document they picked,
they were asked how often they use that document and
how sensitive that document is to them. As the privacy
paradox has shown that users often act differently than
they think they should act [28,51,76], we decided to split
the sensitivity question into two questions: 1) How com-
fortable are they with sharing this document? 2) When
would they share the document even if uncomfortable?

4. Evaluation of websites

Participants were first shown a short explanation about
what the EUDI Wallet is and how EUDI credentials are
planned to look and function. Then they were shown
different websites (with some website details). For each
website, participants were asked to choose: [law experts]

the credentials that are necessary for the website, [cyber-
security, policy, and ethics expert] the credentials that
should never be requested by the website, and [all] the
credentials that they would disclose to the website. Par-
ticipants could access details on all credentials in a side-
bar. Fig. 2 shows the survey screens.

For experts, the survey was provided in English. For users,
the survey was provided in English, German, French, and
Italian. Translations from English to the other languages were
performed using an LLM (Copilot [1]), and all translations
were proofread by a native speaker to ensure that the meaning
of the survey questions matched in all languages.

4.3 User Study on the Credential Assistant

Credential Assistant Overview We evaluate a Credential
Assistant that shows gentle, non-intrusive nudges in the form
of expert recommendations and/or user opinions. Since the
EUDI Wallet is planned to support a large number of websites,
the Credential Assistant must scale. However, collecting ex-
pert opinions for each individual website will not scale. Thus,
we evaluate a Credential Assistant that uses the category of
a website to display information and investigate if adding
the website’s traffic size and headquarters to refine the cate-
gories makes sense. The reason for this choice is that 1) the
website’s category largely determines what data it needs, 2)
the website’s reputation (for which traffic size is an indica-
tor) [12,46] and headquarters [19,45,71] determine user trust,
3) there are a limited number of website categories, and thus,
expert data collection is feasible, and 4) there are services
(e.g., Cloudflare Radar [17]) that categorize websites.

Scenario Choice A scenario contained a website, a re-
quested credential, and, potentially, a website-provided pur-
pose. The scenarios were grouped into 6 sets, S1-S6, each of
which was designed for a different test group. We ranked each
credential’s sensitivity based on the user survey responses
and made a balanced choice of credential sensitivities for the
scenarios in each set. S2/S4 contained a website-provided pur-
pose. In S5/S6, the Credential Assistant displayed both expert
recommendations and user opinions, while it only showed one
of the two in the other scenarios. S2/S3/S5 used unjustified,
S4/S6 used justified, and S1 used a mix of justified, unjusti-
fied, and uncertain website-credential pairs. Thus, we say that
choosing yes in S2/S3/S5 and choosing no in S4/S6 is a mis-
take. S1 tested different confidence levels (i.e., percentages
for the user opinion) for the Credential Assistant.

Test groups Participants were assigned to the control, the
baseline, or the test group and saw 10 scenarios in total. Partic-
ipants in the control group did not see the Credential Assistant.
Participants in the baseline group saw a Credential Assistant
that always had standard confidence, made no mistakes, and

6



did not contradict a website-provided purpose. Half of the
baseline group saw specific expert types in the Credential
Assistant, while the other half saw an unspecified expert. The
test group was divided into 16 classes that each tested one con-
dition in which the Credential Assistant showed unexpected
behavior, i.e., low confidence, very high confidence, mistakes
in the displayed information, or displayed information at odds
with the website-provided purpose. Since it would not make
sense for the Credential Assistant to always show unexpected
information, participants in the test group saw 2 or 4 test sce-
narios, and otherwise baseline scenarios. For completeness
sake, a detailed overview of the scenarios and test groups is
shown in Appendix E.

Participants 1024 participants completed our user study.
Participants were recruited through the Prolific platform and
were paid ∼$6.7 for the 25 min study. Participants were cho-
sen with a balanced gender and age split and were required to
reside in the EU. We removed submissions that were incom-
plete or in which the participant revoked consent. After this,
we were left with 1002 valid responses.

Figure 3: Study screen for the credential disclosure task with
the Credential Assistant and a purpose (more in Appendix C).
The sidebar shows the attributes of the requested credential.

User study Flow

1. Consent form

2. Pre-study demographic questionnaire

3. Credential disclosure task

Participants were first shown a short explanation about
what the EUDI Wallet is and how EUDI credentials are
planned to look and function. Then, participants (except
for the control group) were introduced to the Credential
Assistant. After that, participants were shown multiple
simulated scenarios of a website requesting a credential.
Users did not have to navigate a real or simulated website.
The task was to decide whether they would accept or
reject the request. As the EUDI Wallet does not exist yet,
we used a UI based on similar credential requests (e.g.,
OAuth). Fig. 3 shows the study screens.

4. Post study questionnaire

The study was provided in English, German, French, Italian,
and Spanish. Translations from English to the other languages
were performed using an LLM (Copilot [1]), and all transla-
tions were proofread by a native speaker to ensure that the
meaning of the study questions matched in all languages. We
used a commitment check at the beginning of the study, which
has been shown to increase response quality [70].

5 Results

In this section, we discuss the results of our survey and user
study based on the methodology in Section 4. Additional re-
sults are shown in Appendix B. As mentioned in Section 4.1,
we categorized website-credential pairs into justified, unjus-
tified, and uncertain depending on whether there is a valid
reason for the website to request the credential. We validated
our categorization with the results of the expert survey (details
in Appendix A), and find that they match in most cases.

5.1 A1 Disclosure behavior
In this section, we identify and discuss examples of overshar-
ing and undersharing in users’ disclosure beliefs and actions.

Figure 4: User survey results showing the percentage of users
who would disclose a credential for each website category.

General undersharing and oversharing Fig. 4 presents
the results of the user survey showing what percentage of
participants would disclose a credential for each website cate-
gory. While the numbers often follow expectations, there are
multiple instances of undersharing and oversharing. Exam-
ples of undersharing include the following. Only ∼40% of
users would disclose their marriage certificate, only ∼50%
would disclose their birth certificate, and only ∼43% would
disclose their visa to government websites, even though such
documents are often required for government services, such as
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taxes, immigration services, and marriage registrations. Fur-
thermore, only ∼45% of users would disclose their visa to air
travel websites, and only ∼54% would disclose their official
ID to international ground travel websites, even though it is
likely that this credential will be collected in the future to
speed up compliance checks for border control requirements.

Examples of oversharing include the following cases,
where there is no justification for disclosure. ∼20% of users
would disclose their official ID to news websites, ∼9% to
search engine websites, and ∼12% to encyclopedia websites.
Furthermore, ∼6% of users would disclose their health insur-
ance to payment service websites, and ∼7% would disclose
their prescriptions to government websites. Although these
percentages may seem low, the absolute number of credentials
a verifier can collect can be high for high-traffic websites, en-
abling scalable collection of credentials without much effort.
For instance, it is not unrealistic to assume that a search engine
reaches a traffic volume of a million unique users. If ∼9% are
willing to disclose their official ID, then a verifier can collect
90,000 official IDs. This is in line with prior research in other
contexts that has shown that users were willing to disclose
data even for small benefits [2, 5, 15, 27, 30, 41, 64, 76].

Naming confusion The results of the user survey presented
in Fig. 4 also show oversharing when users connect the web-
site or credential name to a use case that is not present. For ex-
ample, encyclopedia websites (e.g., Wikipedia) would likely
require no credentials at all, as they simply compile and al-
low the search for information. However, the names of such
websites often contained words related to knowledge, which
in turn can be connected to education and profession. This is
likely why a higher number of participants said they would
disclose university-related (∼10% for diploma, ∼7% for uni-
versity transcript) or profession-related credentials (∼6% for
professional licenses, ∼4% for employment history). Another
example is the bank account validation credential, which did
not contain the data needed to execute a payment. Still, many
participants believed that they could pay with this credential
("... bank account verification is sometimes required when
purchasing a premium subscription ..."), and thus, frequently
said they would disclose it (∼32% for video game, ∼34% for
e-commerce, ∼32% for air travel websites). These examples
are especially concerning, as they indicate that a verifier could
name their website in a specific way or leverage misconcep-
tions about a credential to collect more data. To the best of
our knowledge, this effect has not been investigated before.

Oversharing for credential requests For all user study
scenarios where disclosure is unjustified, we compared the
responses of the control group with the number of users who
said they would disclose the same credential to the same web-
site in our survey. This indicates whether users are likely to
disclose more when responding to a request compared to what
they think they should do, which is important, as this is closer

Figure 5: Comparison of how many participants said they
would disclose a credential for a website in the user survey,
as compared to how many control group participants in the
user study disclosed the credential to the website. Positive
percentages indicate increased disclosure in the user study.
For all website-credential pairs, disclosure is unjustified.

to how the EUDI Wallet works. The results of this comparison
are presented in Fig. 5, and show that in most cases, more
users disclosed a credential when responding to a request,
in many cases significantly so. Examples include: ∼31% of
users disclosed their medical records to LinkedIn as compared
to ∼0% of users saying they would do so, ∼29% of users dis-
closed their diploma with Redcare Pharmacy as compared to
∼2% of users saying they would do so, and ∼24% of users
disclosed their visa with Sos Pediatra as compared to ∼4% of
users saying they would do so. Furthermore, our results show
that this increased oversharing occurred less often when there
was a good justification for the credential request, indicating
that it does not simply come from the study design (results
in Appendix B.3 for completeness). We note that, in practice,
users may be even less likely to reject credential requests, as
websites may use dark patterns [56, 59, 60, 65] or refuse to
provide services. Prior work has shown similar effects, such
as that users act less privacy conscious than they state they are
(the privacy paradox) [28, 51, 76], and that users usually fill
out all fields, including optional fields, in online forms [52,68].
However, to the best of our knowledge, increased oversharing
when responding to requests has not yet been explored.

5.2 A2 Decision support

We evaluate a Credential Assistant that uses the category of a
website to provide information to help users decide whether
to disclose a credential. In this section, we first assess whether
the website category is a good proxy to choose the informa-
tion to display. After that, we evaluate whether it is feasible to
collect the data needed for the Credential Assistant. Lastly, we
measure whether the Credential Assistant is effective at help-
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ing users make better EUDI credential disclosure decisions
and discuss the impact of different design choices.

Impact of country and traffic size We evaluated how of-
ten user survey participants would disclose a credential to a
Europe-based compared to a USA- or China-based website,
and how often they would disclose a credential to a high-
traffic (large) compared to a low-traffic (small) website (de-
tails in Appendix B.1). The results show that there is little
difference between how often participants would disclose a
credential for different countries or traffic sizes, with only
a few entries showing a significant difference. Thus, even
though some users mentioned considering the country (e.g.,
"Due to its connections to China, I would not entrust any
data to this website", "I do not want to give any data to the
USA, nor to its subsidiaries"), on average, users are unlikely
to base their disclosure decisions on the country or traffic
size. This is surprising, as surveys show that EU consumers
feel more confident purchasing from their own country or the
EU [19, 45, 71], and prior research has shown that reputation
and perceived size matter for website trust [12, 46].

Figure 6: User survey results showing the standard deviation
of the percentage of participants who would disclose a cre-
dential between different websites within a category.

In-category differences Fig. 6 presents the results of the
user survey showing the standard deviation of the percentage
of users who would disclose a credential between websites
in a category. This shows whether users’ disclosure decisions
differ for each website, which would necessitate more sophis-
ticated support. The results show that the standard deviation is
low for most website category-credential pairs, indicating that
most disclosure decisions are based on the website category.
However, there are two notable exceptions. 1) The standard
deviation for driver’s license-international ground travel is
high (0.14). This comes from BlaBlaCar, which has a bus
and a ride-sharing service. Although we asked participants
about the bus services (clearly stated in the survey), many

participants may have thought about the ride-sharing service,
for which a driver’s license is needed to sign up as a driver.
2) The standard deviation for official ID-e-commerce is high
(0.8). This is likely due to some e-commerce websites selling
age-restricted items (for which an official ID may be needed
for age verification) while others do not. Thus, a Creden-
tial Assistant that displays information based on the website
category is likely sufficient; however, multi-service websites
may need to be handled separately, and a tailored website
categorization for the EUDI context may be needed.

Figure 7: Expert survey results showing the disagreement
among experts for each website category. Disagreement was
computed by normalizing the variance of the number of cre-
dentials experts would disclose to websites in each category.

Viability of data collection and display As our previous re-
sults have shown, the website category is likely a good proxy
to display information in the Credential Assistant, and thus,
we discuss whether expert opinions can be collected and dis-
played for each website category. Websites can be categorized
into a limited number of categories, and services that catego-
rize websites already exist (e.g., Cloudflare Radar [17]). As
discussed, the EUDI may require a slightly different website
categorization than is currently available; however, changing
the categorization topology is feasible. Thus, it is possible to
determine for each website which category it belongs to and
to display the correct expert recommendation once collected.

Using the observed expert-to-expert inter-class correlation
of ∼0.057, the number of experts needed on average across
all website categories and credentials for ±5 percentage-point
precision at 95% confidence is 24, which aligns with expert
interview studies that often use 10-30 experts [6, 13]. It is
likely feasible to ask ∼24 experts to evaluate each website
category, especially since categories can be prioritized based
on their importance. However, for some categories, expert
disagreement is high, as shown in Fig. 7. For websites with
above-average disagreement, it is unlikely that experts will
converge on a majority opinion. For such categories, a larger
panel of experts (100+, depending on the desired accuracy)
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may be needed to get an accurate representation of the percent-
age of experts who would recommend disclosing a credential.

Figure 8: Expert survey results showing how many experts
would disclose a credential to a website vs. how many experts
recommend never to disclose that credential to that website.

To better understand when expert opinion is aligned and
when it is not, we further analyze the expert responses. Fig. 8
presents the results from the expert survey showing the per-
centage of experts who would disclose compared to the per-
centage who would recommend never to disclose a credential
to a website. Additionally, it shows the number of law experts
who state it is necessary to disclose the credential to the web-
site. The credential-website pairs are categorized as justified,
unjustified, and uncertain as described in Section 4.1. The
figure shows that for the unjustified pairs, expert opinion is
largely aligned, with a high percentage of experts recommend-
ing never to disclose, and a low percentage of experts willing
to disclose a credential. However, for the justified pairs, re-
sponses are more mixed, with in many cases, ∼40-60% of
experts stating that they would disclose the credential, and
mixed results on whether the credential is necessary or not.
This indicates that expert recommendations will be effective
at warning users against dangerous disclosure decisions, but
less effective at helping users decide when disclosure may
be beneficial. This is unfortunate, as users may be uncertain
in those cases, and prior research has shown that users lean
on expert advice when uncertain [11, 32, 42, 61, 69]. How-
ever, we note that more research is needed to understand if
the low percentages for justified pairs come from the lack of
context in our survey or from a general hesitancy of experts to
recommend disclosure, for instance, because risks cannot be
fully assessed or because use cases are still emerging. More
detailed figures are shown in Appendix B.1.

Effectiveness of Credential Assistant Fig. 9a presents the
results of the user study that compares the average percent-
age of users who disclose a credential with a website in the
control group (i.e., no Credential Assistant) with the users

(a) Credential Assistant only shows correct information.

(b) Credential Assistant shows mistakes in the information.

Figure 9: User study results comparing the percentage of users
disclosing a credential in the control group with the users with
a Credential Assistant. A positive number indicates that more
users with a Credential Assistant disclosed the credential. The
Credential Assistant displays: U = user opinion, E = expert
recommendation, ✓ = correct data, × = mistake.

who saw the correct information in the Credential Assistant.
The results show a significant decrease in the users’ average
mistake rate for the users that received support from the Cre-
dential Assistant for 3 out of 4 designs. In those cases, the
average mistake rate dropped by ∼8% (e.g., from ∼15% to
∼7% when seeing expert recommendations). We note that
this reduction in mistakes occurred even though the Creden-
tial Assistant was fully non-intrusive and showed a similar
display for all credentials regardless of sensitivity. Thus, even
though a residual risk of ∼7% may be unacceptably high,
it is likely that more pinpointed and intrusive interventions
will lead to a further significant reduction in the number of
mistakes. These results are in line with prior research in other
contexts, which has shown that users change their behavior
based on nudges [2–4,14,38,55,86]. However, we add to this
a specific focus on helping users avoid clear mistakes.

Potential of misleading by mistakes We expect that it is
highly unlikely that mistakes get displayed to users if a tool
like the Credential Assistant gets implemented in the EUDI
Wallet, since governments and user protection agencies would
have strong interests in quality outputs. However, it cannot
be fully ruled out that mistakes could occur, and thus, we
tested whether mistakes in the Credential Assistant display
could lead users to make more mistakes (i.e., herding effects).
Fig. 9b presents the results of the user study that compares the
average percentage of users who disclose a credential with
a website in the control group (i.e., no Credential Assistant)
with the users who saw the Credential Assistant displaying
mistakes. While the users with the Credential Assistant show-
ing mistakes always made more disclosure mistakes than the
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control group, this effect was only significant for 3 out of the
8 Credential Assistant versions, 2 of which showed mistakes
in both the user and expert information, which is highly un-
likely. Without those cases, the average increase in mistakes
is around ∼5% (e.g., from ∼9% to ∼14% when seeing wrong
user information and the correct expert recommendation).

Figure 10: User study result for the average percentage of
users who disclosed a credential for different Credential As-
sistant confidence levels. The control group had no Credential
Assistant. Low confidence = 51-55% of users would disclose,
standard confidence 81-85% of users would disclose, and high
confidence = 91-95% of users would disclose.

Confidence levels Fig. 10 presents the user study results
showing how many users, on average, disclosed a credential
for different Credential Assistant confidence levels. The re-
sults show that the average percentage of users disclosing a
credential is significantly higher (∼74% vs. ∼63%) for the
users who saw a Credential Assistant with standard confidence
(i.e., showing 81-85% of users would disclose) than for the
users without a Credential Assistant. Furthermore, the average
percentage of users disclosing a credential is similar (∼63%
vs. ∼60%) for the users without a Credential Assistant and the
users who saw a Credential Assistant with low confidence (i.e.,
showing 51-55% of users would disclose). Lastly, the average
percentage of users disclosing a credential is similar (∼74%
vs. ∼77%) for the users who saw a Credential Assistant with
standard confidence and the users who saw a Credential As-
sistant with high confidence (i.e., showing 91-95% of users
would disclose). This indicates that the Credential Assistant
only has a nudging effect if the confidence is sufficiently high;
however, the nudging effect does not increase beyond some
confidence level. This is in line with prior research in other
contexts that has shown that higher confidence nudges have a
greater impact [58, 66]

Demographics Fig. 11 presents the user study results show-
ing how the disclosure decisions of users in the 18-29, 30-49,
and 50+ age groups changed based on the Credential Assistant.
Our results indicate that users in different age groups prefer
different information. For instance, the Credential Assistant
showing the disclosure decisions of other users had a stronger
nudging effect on the 18-29 age group than the Credential
Assistant showing expert recommendations. However, for
the 30-49 and 50+ age groups, the effect was opposite. This
aligns with prior research showing that dependence on peers

(a) Credential Assistant only shows correct information

(b) Credential Assistant shows mistakes in the information

Figure 11: User study results comparing the percentage of
users disclosing a credential in the control group with the
users with a Credential Assistant for the age groups 18-29, 30-
49, and 50+. A positive number indicates more users who saw
a Credential Assistant disclosed the credential. The Credential
Assistant displays: U = user opinion, E = expert recommen-
dation, ✓ = correct data, × = mistake.

decreases and trust in experts increases with age [50, 73, 84].
Thus, tailored nudges based on demographics may be more
effective, as has been proposed in some prior research [16,62].

Purpose Fig. 12 presents the results of the user study show-
ing how often users disclosed a credential to a website for
different website-provided purposes, and different Credential
Assistant types. Our results show that a vague purpose almost
always leads to less disclosure (e.g., ∼71% with purpose vs.
∼74% without purpose for a justified request with a correct
Credential Assistant). On the other hand, showing an extensive
purpose almost always increases the amount of disclosure,
regardless of whether the credential request was justified or
not (e.g., ∼22% with purpose vs. ∼16% without purpose for
an unjustified request without a Credential Assistant). How-
ever, if the Credential Assistant incorrectly recommends not
to disclose the credential, even though the request was justi-
fied, then the number of users willing to disclose decreases
significantly, even with an extensive website-provided pur-
pose (∼69% without Credential Assistant vs. ∼77% with cor-
rect Credential Assistant vs. ∼53% with mistaken Credential
Assistant). This indicates that even an extensive website pro-
vided purpose cannot counteract mistakes in the Credential
Assistant, and that allowing websites to add purpose state-
ments in the EUDI Wallet could be risky if those statements
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(a) Credential request not supported by the website provided purpose.

(b) Credential request justified by the website provided purpose.

Figure 12: User study results showing the average percent-
age of users disclosing credentials to websites for different
website-provided purposes and Credential Assistants. NP =
no purpose, VP = vague purpose, EP = extensive purpose. NA
= no Credential Assistant, CA = Credential Assistant with cor-
rect information, MA = Credential Assistant with mistakes.

are not verified. Our research adds a further indication that
an extensive purpose can lead to more disclosure, which has
some prior work showing more [55, 77] and other prior work
showing less [49,72] disclosure. We add to this, initial results
on whether a purpose can counteract bad nudges, which has,
to the best of our knowledge, not yet been explored.

6 Limitations

Simulated environment Since the EUDI Wallet and the
surrounding ecosystem do not yet exist, it was not possible to
test how often users disclosed credentials in real life. Instead,
we opted for a simulated environment with fixed scenarios. We
see two main ways in which the simulated environment may
have affected the participants. First, users may have disclosed
more freely in the simulated environment as they were not
providing any real data, and thus, there was no risk of their
data being misused. Second, participants may have been able
to judge the necessity of disclosure more thoroughly in the
simulated environment, as they did not see dark patterns and
would not be locked out of services. A measurement study
after the EUDI Wallet is deployed would be required to verify
the extent to which these factors play a role.

Lack of context We did not provide a list of services that
the website provides or information about why the website
is requesting a credential. This choice was made because we

wanted to assess what credentials participants would disclose
across all website services, and we did not want to bias partici-
pants with our descriptions of the website’s services. However,
participants may not have thought about some credential use
cases, which can explain some of the lower numbers in the
results. For example, only a few participants were willing to
disclose their official ID to video game websites; however,
if we had given users the context that they are buying an
age-restricted game, this number would likely be higher.

Selective disclosure & disclosure time The EUDI will
allow selective disclosure of attributes (i.e., one can only dis-
close the name attribute of the identity card credential), and
disclosure would generally happen when accessing a service
requiring an attribute, instead of when accessing the web-
site (i.e., the above-18 attribute will only be requested when
purchasing alcohol and not when visiting the e-commerce
website). Including this into our study would have made it too
complex, as we already measured a large number of website
categories, credentials, and Credential Assistant options. How-
ever, this means that more research is needed to understand
what attributes users would be willing to disclose to websites,
and if those attributes match what the website needs to op-
erate. Additionally, more research is needed to understand
for what services users are willing to disclose credentials and
when such requests should be presented.

7 Recommendations for the EUDI

Add a Credential Assistant to the EUDI Wallet Our re-
sults show that users are likely to make disclosure mistakes
with the EUDI Wallet, which could be a high risk to users,
and may reduce the trust in the system. Furthermore, our
results show that the Credential Assistant can reduce the num-
ber of mistakes users make. Thus, we recommend adding a
Credential Assistant to the EUDI Wallet. This shows users
the information right as they make their disclosure decision,
which is when nudging is most effective.

Deploy nudges selectively, make them prominent Prior
research has shown that the effect of warnings decreases over
time as users become used to those warnings [7, 81, 82]. This
is likely to happen for the Credential Assistant if users see
nudges for every credential request, which may make them
miss the important nudges. Thus, we recommend only show-
ing nudges in clear cases (i.e., when the credential is required,
or when disclosure is risky). However, as these are the cases
where a user may face negative consequences from a poor
disclosure decision, the nudge should be intrusive (e.g., sim-
ilar to browser warnings) to ensure that users are aware of
the possible consequences. Furthermore, it may make sense
to time the warnings such that users see them when they are
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about to make a poor disclosure decision and to change the
warning design based on the sensitivity of the disclosed data.

Adapt Credential Assistant for different user groups Our
research indicates that different demographic groups have
different preferences for the Credential Assistant (e.g., older
users prefer expert recommendations while younger users
prefer user opinions). Based on this, we recommend adapting
nudges based on user group preferences.

Check verifier registry using Credential Assistant As de-
scribed in Section 2, the EUDI system will include a manda-
tory registry for verifiers, in which they must register the
EUDI attributes they plan to request. Although the EUDI
Wallet and the registrars ensure that websites can only request
the attributes that they have registered, this safeguard does
not protect against over-claiming: the EUDI framework lacks
any systematic, scalable expert review of whether a website
genuinely needs the attributes it registers and of the risks such
requests pose to users. We believe that a tool like the Cre-
dential Assistant could help to partially automate a review
of the verifier registry, by comparing the registered attributes
with the Credential Assistant information, and flagging reg-
istrations that ask for credentials for which the Credential
Assistant would recommend not to disclose. Experts could
then focus on reviewing the flagged registrations.

Use surveys instead of usage data to assess user opinions
Our results show that users are more likely to overshare when
they see a credential request, and usage data would only con-
tain cases where a user received a credential request from a
website. Furthermore, it is possible for websites to use dark
patterns and paid users to increase the number of users who
disclose a credential, skewing the data in their favor. Thus, it
is better to survey a balanced set of users to identify which
credentials users would disclose to websites.

Prioritize transparency for increased public trust Prior
research has shown that trust is important for technology
adoption [10]. However, open letters [35, 36] and comments
in our survey mention concerns about the EUDI (e.g., "I don’t
like the idea of a digital id system", "I worry about government
overreach in this area", "There is no way i will get a digital
id so you can be tracked and monitored by the EU"). Thus,
it is important to help users understand the EUDI so they
can trust it. The same is true for the Credential Assistant.
Some participants noted that they did not trust the expert
recommendations ("It’s impossible to trust those so-called
experts because I don’t know who they are." "I would not
trust the opinions of other users or whatever panel of experts
were selected, unless it was some kind of reputable institute.").
Thus, it is important that the source of information shown in
the Credential Assistant is clearly communicated to users.

8 Related Work

Oversharing Studies have found that users are willing to
use options providing less privacy even for low compensation
for app [30], website [5, 41, 44], and location [27] data. Ad-
ditionally, studies have shown that users often click accept
on dialogs without understanding them [37, 57]. Furthermore,
studies have shown that users often make worse privacy deci-
sions due to misconceptions. For example, users often under-
estimate negative consequences, do not think about privacy
unless a violation occurred, believe their privacy is protected
by the presence of privacy policies, or believe that more con-
trol over data equals more privacy [2,3,15]. Lastly, the privacy
paradox shows that users often believe that they are privacy
conscious, but act counter to that belief [28, 51, 76].

Nudging Nudging systems give users additional informa-
tion without forcing them to make a specific decision. Studies
have shown that nudging is effective and helps combat privacy
misconceptions and biases [2,43]. Nudging systems have been
evaluated and shown to be effective in contexts, such as cook-
ies [39], app permissions [55], file sharing [29], social media
posts [85], configurations (e.g., privacy settings) [48, 67], and
location sharing [78]. However, studies have also shown nudg-
ing risks and challenges. For example, herding effects can
lead to worse decisions as users decide solely based on the ma-
jority opinion [38]. Lastly, studies have shown that the timing
of nudges matters significantly for their effectiveness [31].

9 Conclusions

In this paper, we investigated the disclosure decisions of users
regarding digital identity data using the EUDI Wallet. Our
results show that users are likely to overshare (e.g., ∼20%
of users would disclose their official ID to news websites)
and undershare (e.g., only ∼40% of users would disclose
their marriage certificate to government websites). We find
that oversharing is especially dangerous, as EUDI credentials
contain highly sensitive information that, when leaked, can be
misused for identity theft. We evaluate a scalable Credential
Assistant that displays expert recommendations and/or user
opinions and show that it significantly reduces the number
of mistakes users make from ∼15% to ∼7%. This result is
encouraging, especially as our Credential Assistant was fully
non-intrusive. However, at the scale of the EUDI, a residual
risk of ∼7% still puts thousands or even millions of users
at risk, which is unacceptable. More intrusive interventions
(e.g., similar to browser warnings) for sensitive disclosure
decisions may be needed. Furthermore, interventions may
need to be timed so that users see them when they are about
to make a mistake. Future research should investigate whether
such stronger interventions can reduce the disclosure risk to
acceptable levels.
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Ethical Considerations

We received IRB approval for our survey and user study. When
writing that application at the start of our research and through-
out the project, we thoroughly considered the ethical impli-
cations of our work and believe that this work did not cause
harm or encourage negative outcomes. We identify the follow-
ing stakeholders of our research: 1) The eventual users of the
EUDI, 2) The lawmakers developing the EUDI, 3) The Pro-
lific participants in our survey and user study, 4) The expert
participants in our survey, and 5) The research team.

1) The EUDI is already under development, and it will be
deployed in 2026. Users of the EUDI will need to make com-
plex decisions about when to disclose their credentials and
when not to. Prior research has shown that making constant
decisions about privacy is challenging for users, leading them
to make decisions that they regret. The goal of our work is
to develop a system that can protect users, which we believe
to be inherently positive. A second goal of our system is to
inform users when disclosure may be necessary, which can
increase the benefit that users gain from the EUDI. Further-
more, the system we evaluate only nudges users and does not
force them to make a specific decision, which respects the
user’s right to make their own decisions. Of course, a nudging
system may be used to influence users maliciously by manip-
ulating data. However, we address this concern by analyzing
to what extent users can be nudged in a wrong direction and
by discussing the importance of trust for the EUDI.

2) A risk from a paper like this would be that it reduces trust
in the EUDI, which could harm lawmakers developing the
system. We mitigate this risk by providing a fair assessment of
a specific aspect of the EUDI and also discussing its benefits.
Furthermore, we evaluate a potential solution to mitigate the
identified risks. Lastly, we give a set of recommendations for
the EUDI that can mitigate the identified risks. As the EUDI
has not yet been deployed, lawmakers can address these risks,
which could strengthen trust in the system.

3) Prolific participants were informed about the goals and
content of the survey/user study through a consent form. No
deception was deployed, and thus, all participants gave in-
formed consent. Participants were compensated for their work
at a rate of ∼$6.7 for a 25 min survey, which exceeds the min-
imum wage in any country from which we recruited. Com-
pensation was not based on participants’ performance, and
participants who chose to abandon the study and withdraw
consent were still compensated. All responses we received
from Prolific participants were pseudonomized, and we were
not able to link responses to specific individuals. Additionally,
we will not publish the demographics and free-text responses
to ensure that the dataset does not incidentally leak the infor-
mation of any participant. As such, we believe the identity
of all study participants is fully protected, and thus, there is
no risk to them from the responses they provided. Lastly, we
made sure to tell participants that the EUDI does not exist yet,

and thus, all questions are hypothetical. Similarly, we made
sure to tell participants that all data requests and all Credential
Assistant recommendations were made up. Thus, we believe
the risk that participants misunderstood our study as actual
recommendations instead of fictional examples is low.

4) Expert participants were informed about the goals and
content of the survey through a consent form. No deception
was deployed, and thus, all experts gave informed consent.
We did not compensate experts; however, we offered to keep
them updated on the findings of our research. As we recruited
experts from fields that are likely to be interested in the find-
ings, we believe this to be sufficient. The responses received
from experts were pseudonomized; however, as we reached
out to a limited number of experts directly, the research team
may be able to make links to individual experts. We did not
record any links we may have made and did not report them in
any way. Lastly, we deleted the list of experts that we reached
out to and never disclosed this information to anyone.

5) Our research did not deal with any topics that could
harm the research team. As all user studies were based on
solid ethical foundations with IRB approval, we believe there
is no risk to the research team from this work.
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Open Science

We published all our artifacts in the repository at https:
//anonymous.4open.science/r/credential_disclos
ure_in_digital_wallets-11BA. The repository contains
a README.md file describing the content and how to set up
the database and run the code. The artifacts are:

1) All pseudonomized responses collected from the sur-
vey and user study. The free-text and demographic responses
are removed to protect the anonymity of the participants as
promised in our IRB application and consent forms. Instead
of the individual demographic responses of participants, we
publish aggregated demographic data (i.e., the number of par-
ticipants in each demographic category and the aggregated
responses per demographic category).

2) The Python notebooks used to read out data from the
databases and to generate the tables and charts in this paper.

3) All material used to generate the survey and user study.
This includes the full list of websites with the website in-
formation, all credentials with their attributes, all user study
scenarios, and all questions asked to the participants.
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A Ground Truth Details

To test whether users make credential disclosure mistakes,
we had to define what a mistake is. However, since disclo-
sure decisions are inherently subjective, there was no absolute
ground truth that we could use as a basis. Thus, using our
own assessment, we categorized each website-credential pair
into justified, unjustified, and uncertain based on whether the
website has a valid reason (i.e., a valid use case where hav-
ing access to the credential is necessary for the website or
improves its services) to request the credential. We then com-
pared all justified and unjustified website-credential pairs that
we used in the user study with the results of the expert sur-
vey to validate our categorization. Table 1 shows the justified
pairs, and Table 2 shows the unjustified pairs with the results
of the expert survey.

Except for three pairs, our categorization matches the ex-
pert survey responses. The pairs where the categorization
does not match can be explained as follows: 1) International
Ground Travel-Official ID: Currently, the official ID is not
collected; however, it is likely that this will change in the
future to comply with border control requirements, especially
for international travel across the Schengen borders. 2) So-
cial Media-Official ID: Governments are tightening require-
ments for social media sites to verify users’ age and put in
place age restrictions, which would make providing an of-
ficial ID mandatory. 3) Bank-Visa: It is likely that the visa
was confused with a residency permit. Banks usually collect
a residency permit; however, a visa is not necessary.

B Additional Results

In this section, we provide complementary figures for the
results discussed in Section 5 and discuss additional results
from our survey and user study.

B.1 Additional Figures
Fig. 13 presents the user survey results showing how often
participants stated that they would disclose a credential to a
Europe-based compared to a USA- or China-based website.
Fig. 14 presents the user study results showing how often
participants would disclose a credential to high-traffic (large)
websites compared to low-traffic (small) websites. The figures
show some significant differences for Europe vs. the USA and
only one for Europe vs. China. The significant differences are
also mixed between cases where there is more disclosure for
Europe-based websites and some that show less disclosure.
Thus, it seems like users do not heavily base their decisions
on the country in which the website is based.

Fig. 15a presents the expert survey results showing the
percentage of cybersecurity, policy, and ethics experts who
would disclose a credential to a website. Fig. 15b presents the
expert survey results showing the percentage of cybersecurity,

(a) Europe-based websites vs.
USA-based websites

(b) Europe-based websites vs.
China-based websites

Figure 13: Results of the user survey showing how many
participants would disclose a credential for Europe-based
websites vs. China-/USA-based websites. Limited to the web-
site categories where different countries were considered and
to the website-credential pairs where at least 10% of partici-
pants would disclose the credential for either country. Positive
percentages indicate increased disclosure for Europa-based
websites.

policy, and ethics experts who recommend never to disclose
a credential to a website. Fig. 15c presents the expert sur-
vey results showing the percentage of law experts who state
that a credential is necessary for a website. In all figures, the
justified scenarios from the user study are shaded in green,
and the unjustified scenarios from the user study are shaded
in red. Fig. 16 visualizes the percentage of experts who rec-
ommend never to disclose a credential and the percentage
of experts who would disclose a credential. The x-axis has
fixed percentage bins (each bin contains 10 percentage points).
All website-credential pairs were categorized as unjustified
(red), justified (green), and uncertain (gray), as described in
Section 4.1. For each category of the total number of website-
credential pairs in the category, the percentage of experts who
would disclose a credential in each percentage bin was plot-
ted as a solid line. For each category, of the total number of
website-credential pairs in the category, the percentage of ex-
perts who would recommend never to disclose a credential in
each percentage bin was plotted as a solid line. For example,
if the justified category has 44 website-credential pairs, and
for 22 of them, the percentage of experts willing to disclose
the credential is between 40% and 50%, then there would be
a dot on the 40-50 x-axis at the 50% y-axis for the solid green
line.

B.2 Credential Sensitivity & Frequency of Use
Table 3 presents the results of the user study showing for each
credential, how many participants own or owned a physical
or electronic document that corresponds to this credential.
Furthermore, it shows, on average, for the participants who
own the document, how frequently they use that document
and how comfortable they feel using that document. Lastly,
it shows how many participants did not choose the highest
comfort response for a document, and for those participants,
the average score of when they would still share the document.
All scores were instantiated with a text to explain what the

21



Expert

Website Category Credential Would Disclose (%) Recommend not Disclose (%) Is Necessary (%)

Pharmacy Health Insurance 54% 17% 33%
Pharmacy Prescriptions 63% 8% 67%
Online Doctors Prescriptions 67% 13% 100%
Online Doctors Medical Records 71% 8% 67%
Government Marriage Certificate 50% 13% 33%
Job Portal Employment History 71% 13% 33%
University University Transcript 54% 21% 67%
University Diploma 54% 17% 33%
Air Travel Visa 58% 25% 33%
Int. Ground Travel Official ID 38% 38% 33%
Car Rental Driver’s License 67% 8% 100%
Social Media Official ID 17% 54% 0%

Table 1: Overview of website-credential pairs and expert evaluations for scenarios categorized as having a good justification for
the credential request.

score meant.

B.3 Direct Request for Justified Scenarios
For all user study scenarios in which disclosure is justified, we
compared the responses of the control group with the number
of users who said that they would disclose the same credential
to the same website in our survey. The results are presented in
Fig. 17. Compared to the unjustified scenarios, we see a lower
percentage of significant increases in oversharing (∼13% for
justified vs. ∼28% for unjustified). Furthermore, in the justi-
fied scenarios, we see a scenario where users disclosed signif-
icantly less when seeing a request, which never happened in
the unjustified scenarios. This indicates that while increased
disclosure when seeing a request occurs both when the re-
quest is justified and unjustified, the effect is stronger in the
unjustified cases, which lead to oversharing. Thus, requests
lead more to oversharing when disclosure is unjustified than
to the correct disclosure behavior when disclosing is justified.

B.4 Expert Types
Fig. 18 presents the user study results showing how often
participants disclosed their credentials in the group without a
Credential Assistant, in the group with a Credential Assistant,
showing the recommendation of a generic expert, and in the
groups with a Credential Assistant, showing the recommen-
dation of a specific expert type. The results are split into the
scenarios: unjustified request with the Credential Assistant
only showing the correct expert recommendation, unjusti-
fied request with the Credential Assistant showing the correct
expert recommendation and user opinion, and justified re-
quest with the Credential Assistant showing the correct expert

recommendation and user opinion. None of the differences
between the responses for different expert types is significant,
and there is no clear pattern for how the participants reacted
to the expert types in the different scenarios. This indicates
that the type of expert in the expert recommendation does not
matter to users for EUDI credential disclosure decisions.

B.5 Demographic Disclosure Differences

Figure 19 presents the user survey results showing how often
participants in the 18-29 age group stated that they would
disclose a credential for a website compared to the 50+ age
group. The results indicate that users in the 50+ age group are
significantly less likely to disclose credentials.

C Additional Experiment Screenshots

In this section, we show additional screenshots from our sur-
vey and user study as described in Section 4.

Fig. 20 shows the credential selector and the credential task
questions in the user survey. Fig. 21 shows the instruction
page for the website task in the survey.

Fig. 22 shows the instruction pages of the credential task
in the user study. The first page describes the EUDI and
EUDI credentials, and the second page (not shown to the
control group) introduces the Credential Assistant. Fig. 23
shows the screens of the scenario task for different options
for Credential Assistant (i.e., no Credential Assistant, single
statement, double statement), and with and without a website-
provided purpose.
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Expert

Website Credential Would Disclose (%) Recommend not Disclose (%) Is Necessary (%)

Pharmacy Diploma 0% 96% 0%
Online Doctors Visa 0% 92% 0%
Job Portal Prescriptions 4% 92% 0%
Job Portal Medical Records 4% 92% 0%
Air Travel Health Insurance 8% 92% 0%
Int. Ground Travel Diploma 0% 88% 0%
Int. Ground Travel Prescriptions 4% 88% 0%
Bank Visa 25% 58% 0%
Real Estate Health Insurance 0% 79% 0%
Gaming Medical Records 0% 83% 0%
E-commerce Professional Licenses 0% 83% 0%
E-commerce Health Insurance 0% 83% 0%
E-commerce Disability Status 4% 83% 0%
News Official ID 17% 63% 33%
News Birth Certificate 4% 75% 0%
News Professional Licenses 4% 71% 0%
Payment Services Visa 17% 71% 0%
Payment Services Prescriptions 4% 88% 0%

Table 2: Overview of website-credential pairs and expert evaluations for scenarios categorized as having no or a very limited
justification for the credential request.

D Participant Demographics

In this section, we show the demographic breakdown of the
participants of our user survey and user study.

Fig. 24 shows the demographic breakdown of the partic-
ipants of the user survey. Experts are not shown, as they
were not asked to provide demographic data to protect their
anonymity. Residency options were Germany, France, and
Italy, as participants were required to reside in one of those
countries.

Fig. 25 shows the demographic breakdown of the partici-
pants of the user study.

E Details on Experiment Groups

An overview of the control, baseline, and test groups is shown
in Section 4.3. More details are shown in Table 4. The control
group participants were not divided into classes and could see
any of the control scenarios. The baseline participants were
divided into a class that saw expert types and a class that did
not. Both classes could see any of the baseline scenarios, but
the class with expert types would see the "(E types)" version
when an expert recommendation was shown. The test partic-
ipants were divided into 16 classes, T1.1-T6.3, as shown in
the table. Participants in normal frequency classes saw 2 test
scenarios, and participants in high frequency classes saw 4

test scenarios. Otherwise, the participants saw baseline scenar-
ios that did not have expert types (i.e., "(E types)" scenarios
excluded) and that did not come from the same set. This is
because the baseline and test scenarios in a set were the same
website-credential pairs with different Credential Assistant
versions or different website-provided purposes, and we did
not want participants to get confused by seeing different data
for the same pair. For the same reason, a participant who saw
any version for a credential-website pair would not be shown
another version for the same pair. For example, a participant
in group T3.3 would see two test scenarios from S3 and 8
baseline scenarios from any of S1, S2, S4, S5, S6. Another
example, a participant in the baseline group, who saw the
B3.1 version of the first scenario of S3, will not see the B3.2
version of the first scenario of S3 (i.e., they are blocked from
seeing the first scenario of S3 again).
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Credential Own Credential Avg Frequency Avg Comfort Not Fully Comfortable Avg Still Share
# Participants (1=low, 5=high) (1=high, 6=low) # Participants (1=lr, 5=mr)

Official ID 1012 2.46 3.58 923 2.92
Driver’s License 866 3.42 3.38 730 3.04
Birth Certificate 876 4.42 3.92 789 3.15
Marriage Certificate 262 4.33 3.82 232 3.05
Visa 331 3.44 3.61 291 3.09
Bank Acc. Validation 752 3.44 4.61 736 3.54
University Transcript 628 3.86 2.98 453 2.4
Diploma 720 4.05 2.77 472 2.38
Employment History 494 3.83 3.09 374 2.18
Professional Licenses 214 3.7 3.03 152 2.47
Health Insurance 921 2.43 3.3 771 2.38
Prescriptions 733 2.63 3.45 650 2.42
Medical Records 566 3.82 4.1 533 2.94
Disability Status 51 3.2 3.59 46 2.5

Table 3: User survey results showing how many participants own a credential (physically or electronically), how frequently they
use it, how comfortable they are with sharing, and how often they would share if uncomfortable. Under "Not Fully Comfortable"
is the number of participants who did not choose 5 for their comfort level. Each number was instantiated with a text explaining
what frequency/comfort/still share when uncomfortable at that level meant. lr = least restrictive, mr = most restrictive.

Figure 14: Results of the user survey showing how many par-
ticipants would disclose a credential for high-traffic (large)
websites vs. low-traffic (small) websites. Limited to the web-
site categories where different website sizes were considered
and to the website-credential pairs where at least 30% of
participants would disclose the credential for either country.
Positive percentages indicate increased disclosure for large
websites.

(a) Expert would disclose
(b) Experts recommend never
to disclose

(c) Law experts deem neces-
sary

Figure 15: Results of the expert survey showing how many
cybersecurity, policy, and ethics experts recommend never
to disclose a credential to a website and how many would
disclose the credential to the website. Also shown is how
many law experts state that the credential is necessary for the
websites. Fields shaded in green are the phase 2 scenarios
with a justification and fields shaded in red are the phase 2
scenarios with no justification for the credential request.
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Set # Correct With Opinion Control Baseline Test
scen. answer purpose

S1 10 N/A No U
C1.1: No CA B1.1: CA 81-85% T1.1: CA 51-55%

T1.2 (high freq.): CA 51-55%
T1.3: CA 91-95%

S2 5 No Yes U
C2.1: No purpose, no CA B2.1: No purpose, U = no T2.1: Vague purpose, U = no
C2.2: Vague purpose, no CA T2.2: Ext. purpose, U = no
C2.3: Ext. purpose, no CA

S3 10 No No U or E
C3.1: No CA B3.1: U = no T3.1: U = yes

B3.2: E = no T3.2 (high freq.): U = yes
B3.3 (E types): E = no T3.3: E = yes

S4 5 Yes Yes U
C4.1: No purpose, no CA B4.1: No purpose, U = yes T4.1: Vague purpose, U = no
C4.2: Vague purpose, no CA B4.2: Vague purpose, U = yes T4.2: Ext. purpose, U = no
C4.3: Ext. purpose, no CA B4.3: Ext. purpose, U = yes

S5 10 No No U and E
C5.1: No CA B5.1: U and E = no T5.1: U and E = yes

B5.2 (E types): U and E = no T5.2: U = yes, E = no
T5.3: E = yes, U = no

S6 10 Yes No U and E
C6.1: No CA B6.1: U and E = yes T6.1: U and E = no

B6.2 (E types): U and E = yes T6.2: U = no, E = yes
T6.3: E = no, U = yes

Table 4: All user study scenarios in the control, baseline, and test groups. In each set, all scenarios are the same with only the
purpose or Credential Assistant changing. CA = Credential Assistant, U = User, E = Expert

Figure 16: Results of the expert survey showing how many
cybersecurity, policy, and ethics experts recommend never to
disclose a credential to a website and how many would dis-
close the credential to the website. Red = unjustified request,
green = justified request, gray = uncertain requests, solid line
= experts would disclose, dotted line = expert recommend
not to disclose. x-axis = percentage bins, y-axis = percentage
of total number of website-credential pairs in a category for
which the expert result falls in that category.

Figure 17: Comparison of how many participants said they
would disclose a credential for a website in the user survey,
as compared to how many control group participants in the
user study disclosed the credential to the website. Positive
percentages indicate increased disclosure in the user study.
For all website-credential pairs, disclosure is justified.
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(a) Credential Assistant only
shows expert opinion with 5-
10% yes. Unjustified creden-
tial request.

(b) Credential Assistant shows
expert and user opinion with
5-10% yes. Unjustified creden-
tial request.

(c) Credential Assistant shows
expert and user opinion with
85-90% yes. Justified creden-
tial request.

Figure 18: User study result showing the percentage of users
who disclosed their credentials in the group with no Credential
Assistant and the group with a Credential Assistant displaying
the correct information with different expert types.

Figure 19: Results of the user survey comparing the percent-
age of users who stated they would disclose a credential to a
website in the 18-29 and the 50+ age groups. Limited to the
website-credential pairs where at least 50% of participants
in either age group would disclose the credential. Positive
percentages indicate increased disclosure in the 18-29 age
group.

(a) Credential selector. (b) Credential task questions.

Figure 20: User survey screens for the credential task. Partici-
pants first choose the credentials they own and then answer
the questions for each credential.

Figure 21: Survey screens showing the instruction page for
the website task. The version shown is for users (experts saw
different evaluation criteria at the end of the instructions).

(a) Instruction page describing
EUDI.

(b) Instruction page introduc-
ing Credential Assistant.

Figure 22: User study screens showing the instruction pages
for the scenario task.
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(a) Scenario with Credential
Assistant with a single state-
ment.

(b) Scenario with Credential
Assistant with a double state-
ment.

(c) Scenario without Creden-
tial Assistant.

(d) Scenario with website-
provided purpose.

Figure 23: Survey screens for the scenario task with differ-
ent versions of Credential Assistant and with and without a
website-provided purpose. The sidebar always shows all at-
tributes of the requested credential.

(a) User survey participants
age group breakdown.

(b) User survey participants
gender breakdown.

(c) User survey participants
highest level of education
breakdown.

(d) User survey participants
place of residency breakdown.

Figure 24: Demographic breakdown of the user survey partic-
ipants.

(a) User study participants age
group breakdown.

(b) User study participants gen-
der breakdown.

(c) User study participants
highest level of education
breakdown.

Figure 25: Demographic breakdown of the user study partici-
pants.
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