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Botnets

1/16

Bots - Machines compromised by a malware

Botmaster - Entity controlling the bots (attacker)

C&C - Channel used for the botnet communications  

One of the most serious threats against cyber-security:

- Difficult to detect

- Hard to prevent

- Can be huge
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C&C Channel

Centralized Peer-to-Peer
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Evolution of botnet C&C

The New York Times, 29 July 2015
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1993 IRC botnets[1]

HTTP with centralized servers[1]2000

2007 P2P/HTTP with fast flux[2]

2008 Web 2.0 Services[3]

2009 Online Social Networks[4]

[1] - An Inside Look at Botnets, Barford (2007)
[2] - An Analysis of the Asprox Botnet, Borgaonkar (2010)
[3] - Botnet with Browser Extensions, Liu (2011)
[4] - The Koobface Botnet and the Rise of Social Malware, Thomas (2010)

2002 P2P with different protocols[2]

…

…
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C&C detection techniques

Active: modify potential C&C packets, observe reactions

Passive: observe the network traffic to find:

- patterns (by correlations and behaviour)

- clusters of similar nodes

A hot research topic with many contributions
(BotTrack, BotyAcc, BotHunter, BotMiner, Disclosure, etc.)
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Build a C&C channel that avoids detection 
from network observers

Goal
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System Model

Online Social Network (OSN) as a graph

- Nodes are the users

- Edges indicate relationships 

(such as friendship)

Malware can intercept and modify the information exchanged 
between users (victims) and the OSN

Botmaster has access to one or more OSN accounts

5/16
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ELISA

ELusIve Social Army (ELISA) 

- OSNs as a mean to spread C&C messages

Unicode steganography to build a covert channel

- Popular OSNs are “vulnerable” to this

Opportunistic communication

- Append C&C information to user generated content

(Overview)

6/16
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ELISA (Structure)

7/16
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ELISA

Characters with invisible glyph 

(used, e.g., in internationalization)

- 11 on Facebook

- 23 on Google Plus

N-ary Huffman algorithm → ELISA’s alphabet

Function to map letters to non-printing characters, and vice-versa

(Unicode Steganography)
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“Latin Small letter A”

U+0061 → a
“Left-To-Right Mark”

U+200E → _
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ELISA (C&C Channel)

OSN
victim

original 
text

modified 
text

ELISA
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Example

Botmaster account

(1 of 2)
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Example

Victim account

(2 of 2)

11/16
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Example

Victim account

(2 of 2)

11/16
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Propagation Example

12/16
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Propagation Example
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After an infection phase:
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Propagation Example
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“Hi I’m new”
+ encoded command
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Propagation Example

12/16

“Hi I’m new”
+ encoded command
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Propagation Example
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“Hi I’m new”
+ encoded command
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Propagation Example
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“Hi I’m new”
+ encoded command
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Propagation Example
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Propagation Example
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“#me #holiday #party”
+ received command
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Propagation Example
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“#me #holiday #party”
+ received command
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Propagation Example

12/16
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Propagation Example

12/16
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Features

- C&C undetectability small addition to existing network traffic

- Unawareness by users unicode steganography

- Resilience against node removals 

- Confidentiality symmetric encryption

- Signed commands prevent botnet takeovers

- Reliability shown by experimental evaluation

13/16
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Evaluation

Measure propagation speed for C&C messages using a real OSN graph

WOSN Facebook dataset 

Procedure:
1. Infection
2. Message retransmission

- Average online time
- Average number of posts per day
- Considering only “relevant friends”

14/16
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Evaluation: propagation speed

15/16
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Conclusions

OSN: No straightforward detection solution 

(character blacklisting not convenient)

Network: Undetectable with state-of-the-art detection techniques

Acceptable time needed for message spreading

16/16

Future Work

- Empirically prove undetectability
- Measure control messages spreading
- Analyze the impact of multiple botmasters
- Investigate on mobile applications
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Questions?

Thank you



31/10

What is Boten Anna?

A joke on

- ELIZA, the famous computer “chatterbot”
- a 10-years-old swedish song about Anna, an IRC “boten” who turns 

out to be a real girl…

… While in ELISA people are hidden bots
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ELISA

Commands

Controls

(C&C Channel)

symk

sk

symk

cyphertext

command

signature

encoding
hidden text

hidden textencodingcyphertext
control
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Control message propagation

d=1

d=3

d=2

To transmit:
- CMD
- CTR (user 1, d=1)1

2

3
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Control message propagation

d=1

d=3

d=2

Received:
- CMD
- CTR (user 1, d=1)

To transmit:
- CMD
- CTR(user 2, d=2)

1

2

3

Received:
- CMD
- CTR (user 1, d=1)
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Control message propagation

d=1

d=3

d=2

Received:
- CMD
- CTR (user 2, d=2)

To transmit:
- CMD
- CTR(user 2, d=2)
- CTR’(user 1, d=1)

1

2

3

Received:
- CMD
- CTR (user 1, d=1)
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Control message propagation

d=1

d=3

d=2

1

2

3

Received:
- CMD
- CTR (user 1, d=1)
- CTR (user 2, d=2)
- CTR’(user 1, d=1)
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Alphabets


