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P  A  S  S  W  O  R  D

- Inter-keystroke times as a personal signature
- Used as biometric in authentication systems
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Contributions

- Quantify information leakage of on-screen keystroke feedback

- Novel attack: SILK-TV
- Uses public datasets only from multiple sources (“population data”)
- Machine Learning to guess typed text (passwords and PINs)
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SILK-TV
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SILK-TV
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Data Collection

- Passwords
- Data from projector and laptop screen @ 60Hz
- Recorded with a smartphone
- 62 users   -   3 times each pwd   -   touch typing on keyboard
- jillie02, william1, 123brian, lamondre

- PINs
- Data from screen @ 60Hz
- Recorded with a videocamera
- 22 users for 3 sessions   -   12 times each PIN  -   on a ATM numpad
- 15 selected PINs
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Evaluation - Passwords

- Baseline: password list sorted by frequency
- “Best” strategy for a zero-information attacker

- 123brian - 93,874th

- jillie02 - 1,753,571st

- lamondre - 397,213rd

- william1 - 187th ← very frequent password

- Evaluation scenarios
- “Single shot”
- “Multiple recordings” (e.g., professor at lectures)
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Password - “Single Shot” results
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Password - “Single Shot” results
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PIN - Results
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PIN - Results
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Conclusions

- Timing information from videos is accurate

- Password masking leak timing → useful information
- Reduces number of attempts
- More useful on uncommon passwords!

- PIN masking looks safe
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Passwords - “Multiple Recordings”
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Video information extraction
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